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1
Decision/action requested

This contribution proposes the negotiation procedure for the authentication between EEC and ECS  
2
References

[1] TS 33.558 v030

3
Rationale

During the discussion in last meeting, there are several mechanisms to be optionally supported by UE and network: AKMA based TLS, GBA based TLS, and certificate-based TLS, maybe other potential mechanisms. However, UE and the network could not know in advance which mechanism should be used, and there might be cases that UE and network support different mechanisms. Therefore, a negotiation procedure is necessary to be included, which is proposed by this pCR. With the negotiation procedure, UE and network agree on the authentication mechanism for the subsequent authentication and authorization mechanism. 
4
Detailed proposal

It is suggested to approve the following changes.

***************************Start of Change ****************************

6
Procedures

6.1
Security for the EDGE interfaces
For the interfaces (EDGE-1/4), TLS specified in TS 33.210 [1] shall be used if HTTP protocol is selected.

For the interfaces EDGE-2/7/8, 

· if the NEF APIs is selected, security aspects of Network Exposure Function including the protection of NEF-AF interface and support of CAPIF defined in TS 33.501 clause 12 [2] shall be reused, i.e. use of TLS.

· if the SCEF APIs is selected, the Security procedures for reference point SCEF-SCS/AS defined in TS 33.187 clause 5.5 [3] can be reused here, i.e. use of TLS.

For the interfaces (EDGE-3/6/9), TLS shall be used as specified in TS 33.210 [1], unless security is provided by other means, e.g. physical security.
6.2
Negotiation procedure for the Authentication and Authorization
The negotiation procedure is as following:
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Figure 6.2-1: Negotiation Procedure for the Authentication and Authorization between EEC and ECS

Step 0. Primary authentication is performed as defined in TS 33.501. After this step, UE is successfully registered into the 5GS network. 
Step 1. UE sends the EEC Registration Request message as defined in TS 23.558, which includes the list of UE supporting authentication mechanisms. The potential authentication mechanisms list includes TLS with AKMA, TLS with GBA, TLS with certificate, or other mechanisms. The list indicates the priority of the UE preference.
Step 2. ECS selects one authentication method from the list of UE supporting authentication mechanisms based on local policy. 

Step 3. ECS sends the EEC registration response including the chosen authentication mechanism to UE.

Step 4.1. After receiving the response from ECS in step 3, UE prepares for the authentication procedure according to the chosen authentication mechanism. e.g. generating AKMA/GBA keys or key for other mechanisms. The procedures to derive the credentials follow the TS 33.535 for AKMA, TS 33.220 for GBA, RFC 8446 for TLS 1.3. 
Step 4.2. After sending the response to UE in step 3, network prepares for the authentication procedure according to the chosen authentication mechanism. e.g. generating AKMA/GBA keys or generating certificates. The procedures follow the TS 33.535 for AKMA, TS 33.220 for GBA, RFC 8446 for TLS 1.3. 
6.3
Authentication and Authorization between EEC and ECS

Editor’s Notes: Authentication and Authorization between EEC and ECS is to be added.

6.4
Authentication and Authorization between EEC and EES

Editor’s Notes: Authentication and Authorization between EEC and EES is to be added.
6.5
Authentication and Authorization between EES and ECS

6.5.1 General

The detailed service procedures between EES and ECS are described in TS 23.558 [5]. 
6.5.2 Procedure for the Authentication and Authorization between EES and ECS

Pre-requisite:

- EES obtains onboarding information within the same PLMN domain or from a third-party domain. The information includes the Edge Configuration Server Address and Root CA certificate details, it may include an enrolment token.

NOTE1: The provisioning and usage of the onboarding information is out of the scope of this document.

- The EES and ECS are provisioned with credentials for the mutual authenticated TLS.

TLS shall be used to provide integrity protection, replay protection, and confidentiality protection for the interface between the EES and the ECS. 

Security profiles for TLS implementation and usage shall follow the profiles given in TS 33.210 [2] Annex E and F, and TS 33.310[11]. The identities in the end-entity certificates shall be used for authentication and policy checks.

The ECS shall authorize the EES based on local authorization policy.

Editor’s Note: Details of identities in certificates need to be added.

6.6
Authentication and Authorization in EES capability exposure

According to clause 8.7.3 of TS 23.558 [5], the EES may re-expose the network capabilities of the 3GPP core network to the EAS(s) as per the CAPIF architecture specified in 3GPP TS 23.222 [6]. If the CAPIF architecture is used, the CAPIF functional security model specified in TS 33.122 [7] shall be used for Authentication and authorization in EES capability exposure.

If CAPIF is not used, mutual authentication with TLS certificates using TLS defined in RFC 5246 [9] and RFC 8446 [10] shall be used. The TLS and certificates shall follow the profiles defined in TS 33.210 [2] and TS 33.310 [11], and the authorization is based on local authorization policy at the EES. 

NOTE: Adaptations of the security protocol dependent on the lower layer protocols could be necessary, e.g. HTTPS instead of TLS if HTTP is used.
***************************End of change****************************

